2020

*swhan@kist.re.kr

True random number generator using CMOS image sensor dark noise

Byung Kwon Park!, Hojoong Park?, Yong-Su Kim'!, Ju-Sung Kang?, Yongjin Yeom?, Sung
Moon!, and Sang-Wook Han'

1Center for Quantum Information, Korea Institute of Science and Technology (KIST)
’Department of Mathematics and Financial information security, Kookmin University

a

G EA, Bk AlEeld 5 T Bofelld 28
A7) flal vhekst A7 AdgEa Qo & w=welA= CMOS oA M W 7
o] ASAds S8l CMOS
S Btk dedor 28 2] I $4EE B3 =

AER ) g Sdahs S A
C RS dERYE ATE 5 9
2 <50 24Mbps o14] 3%

Atk FE

bt

& B

I.AE
G E e
dl, 84 24
generator (PRNG)[1], 8142 5% )83 physical random number
generator(2], ¥4 FFE AGsH] 8] FAAQ @S ol 8dh=
quantum random number generator (QRNG)[3-6]7}F 2tk Al E-#|o] A,
AQ) el e d& a8 A/dst7] 918 PRNG7F @ol A
%?E‘:]’ ‘501], = ‘_ thjr 7o wmo o}xq/do] 493 B Okoﬂ’ﬂ“ °o
o] W2 AAE7] 948 physical random number generator

QRNG7F §H71 ARE-5] o1 gkt

QRNGE =& dERIE 7 & g A sl 244
(3], A+ A=[5], Bell Ell6] 52 A4S @S
gt} o= GAdRAHEI SFH o R AQEBER F
o] g Ao vt olnh ©dd
3o ‘*ZH shot noiseE Ardow 3 A7t TR A=),

A

Ao et o} M dEANE BRE A

p=e)
Zj!?l o]—_, E==)

o] &3k pseudo random number

>~

|
“
=

i
o >
oo N

24
iy
o,
)
U v b
= o
2 R

o &l

o ru oL
r?ﬂr:ijg
£l

Hz o>
N
)

B =R A= CMOS image sensor (CIS) Wl &2+ 47579 shot

noiseE |83t %7
I~

d5E FEe $AHEE T E
FrE AstE S AT CISE thFe Fdf 71719 Wi E o
deg] AL 9o A7 shot noiseE FPO2 o]&3hH Hrl
AQ st=gol7k 22 gle] ﬁl}ﬂ o® ‘)r—/r: 3ol 7Fsattt F&d
A FEE 27 9 =5

Fajo] o) 54

ld
o o o
E
L
J{J
2L

EH
HN
-~ 2
N
r&
ro
©
[m
fil
o

"l
oxl
o

27 12 CISE o143 25719 43 Asdelth 44 CMOS o
st IS B

ok
o

e das ke A, AT 12 dERYY s

9] shot noiseE ©]&38lo] =&
olu| ] *ﬂ/‘i W 9hA 2] shot noise
2 AERYE 7HX|= b

oA wloJH = Control REE 3] PCE AFHH, PCE CIS E59)

sb|EE Agatel U4 43 A4 e 24

é 2~
A% o|u]A] Hlo|H Y shot noiseE 48t 43 A3E HPEJQE
W 258 Age 59 95 bias, WE noises}t 22 dEZT]
Stge 1A 4 gl 227k BP0l QonE FAUE Fol 0|2 A
AR, FA2E 01 A% UFE FAEE W44 HAEES Bo) 74
e Aza
Heating cabinet Setting PC
9 :
Ry | Control Noise Rdl\::l;?gi_om
Lens cap board evaluation .
“— extraction
CIS module
Statistical Post-
test processing

a7 1. CMOS olwA] AlM 9] hdiE o] &3 datdry]e] A3 AlY

a9 2 CIS W el BxE vehdth CIS9| analog digital
converter (ADC)9] s)d== Q3 sfuto] s i ¢
shot noise«] Poisson #¥ 1t} 2 3 AETHS Btk AgdA 371
obdFe] AA7F Haldl shot noise HEE 9T 4= %Itk Min
entropy®ll ©J3 AEAA AHEHE CIS W] Y7 232
9 ohits 35 -’F ek ehdF7E ol W shot noise?] FEE HoIA|
m, 3% 7bed H]EﬂO}ﬂl 7k 19 3
-roﬂ 2 shot noise -‘jriQ} % 7Fed d4E Yehdth AgedA CIS

HE 2xds B3 0”4%% F7HA FATh

O—]OUE

Z7] 94 biaset E noise® ¢} AEEZ Y 7HA7F A4S F 9
=, o1& FAg st JERAE T/ & 12 27] dre T4

g ¥ HF o] dERY ZAARE BojEt) 3 sample T 1Mbit2]
W7 AREE AT CIS W 99 shot noises 0.79] AEZ37} 74
A EAEoH, o= W Aol A 1Y 98 HAEh

0044



2020

2% NIST®] & STARE HAE 238 Yepdth 342 9 H$ d

0.3 : i v UEFY 95 HAEE BEF 54319t
= Experiment
Poisson
m Z2&
>, 02 1 CMIS ©]H]=] AA ] 472 shot noiseE FaPo2 st o
= WAsT FA B el AEadlth 2] e 299 de
"c% 7t Ao SAE o] A3s v S & AN, FHEE vt
-§ 0.1 g A HF e A AT HAEE BT FHSIAT) o|uA] dlAe g4
A~ ojflo]E o] gste] Aol 24Mbpse] &EE ‘aL 3ol 7hssith
CMOS oJm A AAM f HdFE o]&ahd F714<l =90 glo] AZ
0.0 L= L Edlo] gulo]ERto 2 W o] 7hsstBE FoE 7]7]d E&H o
’ 2 48T 5 92 Aele g,
Number of dark electrons
a3 2. CIS W d79 shot noise ¥ ACKNOWLEDGMENT
This work was supported by the KIST program (2E30620) and the
5 T T Institute for Information and Communications Technology Promotion
(2020-0-00972).
=
= Z3EF
=
% [1] M. Matsumoto and T. Nishimura, “Mersenne Twister: A
§ 623-dimensionally equidistributed uniform pseudorandom number
*E Extractable bits = -log,imax{P_(X)}] generator,” ACM Trans. Modeling and Computer Simulation, 8,
=1 1 pp.3-30, Jan. 1998.
0 . . [2] A. Uchida, K. Amano, M. Inoue, K. Hirano, S. Naito, H. Someya,
0 200 400 600 I. Oowada, T. Kurashige, M. Shiki, S. Yoshimori, K. Yoshimura,
Number of dark electrons and P. Davis, “Fast physical random bit generation with chaotic
% 3. CIS Y5 AR shot noise 5% semiconductor lasers,” Nat. Photonics, 2, pp. 728-732, Nov. 2008.
[3] J. F. Dynes, Z. L. Yuan, A. W. Sharpe, and A. J. Shields, “A high
¥ 1 oz27] 959 $H48 9 HF 3 JdERY 445 speed, postprocessing free, quantum random number generator,”
Raw data Hankel matrix HMAC Appl. Phys. Lett., 93, pp. 031109-1-031109-3, Jul. 2008.
Sample 1 0.70251 0.99620 0.99591 [4] B. Sanguinetti, A. Martin, H. Zbinden, and N. Gisin, “Quantum
gamPie g 83?&1?(3) gggggg 888% Random Number Generation on a Mohile Phone,” Phys. Rev. X, 4,
siﬁﬁé 4 0.70079 0.99624 0.99504 051066-1-05106-6, Sep. 2014
Sample 5 0.70538 0.99548 0.99594 (5] M. J. Applegate, O. Thomas, J. F. Dynes, Z. L. Yuan, D. A. Ritchie,
Avg. 0.70366 0.99666 0.99567 and A. ]J. Shields, “Efficient and robust quantum random number

generation by photon number detection,” Appl. Phys. Lett., 107, pp.

Test Raw data  Hankel Matrix ~ HMAC [6] Y. Liv, X. Yuan, M.-IL Li, W. Zhang, Q. Zhao, J. Zhong, Y. Cao,
Frequency Fail Pass Pass Y.-H. Li, L-K. Chen, H. Li, T. Peng, Y.-A. Chen, C.-Z. Peng, S.-C.
CBIOCkl ﬁTequency II::ali gass gass Shi, Z. Wang, L. You, X. Ma, J. Fan, Q. Zhang, and J.-W. Pan,
umulative sums ai aSS 4SS P o
Runs Fail Pass Pass High-Speed Device-Independent Quantum Random Number
Longest run Fail Pass Pass Generation without a Detection Loophole,” Phys. Rev. Lett., 120, pp.
Rank Pass Pass Pass 010503-1-010503-6, Jan. 2018.
FFT Pass Pass Pass
Non-overlappi
on-overapping Fail Pass Pass
template
Approximate entropy Fail Pass Pass
Serial Fail Pass Pass
Linear complexity Fail Pass Pass

0045





